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ABSTRACT

In the current credit scoring system, the credit bureau gathers credit information from financial institutions and calculates
a credit score based on it. However, because all sensitive credit information is stored in one central authority, there are
possibilities of privacy violations and successful external attacks can breach large amounts of personal information. To handle
this problem, we propose privacy-preserving credit scoring in which a user gathers credit information from financial
institutions, calculates a credit score and proves that the score is calculated correctly using a zero-knowledge proof and a
blockchain. In addition, we propose a zero-knowledge proof scheme that can efficiently prove committed inputs to check
whether the inputs of a zero-knowledge proof are actually provided by financial institutions with a blockchain. This scheme
provides perfect zero-knowledge unlike Agrawal et al.’s scheme, short CRSs and proofs, and fast proof and verification. We
confirmed that the proposed credit scoring can be used in the real world by implementing it and experimenting with a
credit score algorithm which is similar to that of the real world.
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Fig. 1. Privacy-preserving credit scoring overview

1.1 7|iE

ﬁ%
ol o
ofo
ek
ot
o ¢{r
mlm Ly
_“H,
_?{_1‘
2
&
fitl
Hﬂ
ru
mo
il
)
o
2
o

oﬂ ;qx}a]- /K].Q_Xé 19] ﬂul
& ohet AHaudit)
UEE ot zeia A<t
=72l A (security)

e
I
L o
2
f -
i)
ofo
)
A P N s

gk Agrawal 59 AslE 4Fel| Hgk G4
Zv(6)e] <hH3E  dAA A (zero-knowledge) &
wESER] kg H9lon, Groth®] zk-SNARK

42E AU Yol e A TR A
HAE Falslch
ehsoz AA W43 kbl A8 R

oy

. T8I & ASAS daEs AAg
CRS(Common Reference String) %2 £
(proof)® =7] zela 57 XA (prove) ¥ A

ol

0[}(



A 81 533

(2019. 12) 1287

(verify)ell £8=e A7E SASIo] =FollA A
kgt mho] AlA| A oA o] & shssithe S A
HHo 2 ol

1.2 2 7

20134 Parno %°] KE 74 (Knowledge of
Exponent assumption)d] 7[dksle] 824l
zk-SNARK 7IH(7]& Pinocchiozhs o5
Arateict. 20166l Groth7d Parno 59 7]

TR} ZEAe] /HAE 7IH(8)E Aldside
v, o]= KE 7R}t 243 71 A 2%
2d(generic group model)ollA FHAlo] Zrg]
it} o] ndlle FAx} 25 (group) A 2 ¥
o137 (pairing) A4S AlF3hke 22k (oracle) &
)& Adslae o od AHE OF YAa2YE
Aol 5 glvke 7ol

20164 Fiore §< A A& de]e]o] o
8 Salel AARS Zwals) A Zuy Az}
AR & dlolee] a4l gteR AFs= 7
(915 Alksledet. 3AIRE o] 7WE AHF 7R
4k(verifiable computation)el] 24-& Feo A
A=lgl7] WEell shdgh GRS A3 skt

20184l Agrawal S 3hte] 2Ho]ER
(statement) & o8] FAHLAZ B3 F o
A ED Agste] 2HS Sasls AnlE o=y
of =& Wty dA4 FH (non-interactive
zero-knowledge proof)(6)& Algtsisicl. =gt
201949 Campanelli 52 3}e] AdHo|EXHE
5 TASARE 1 § AnER A3t FH
=3 4\‘333]4: T o}E 7] (10)S LegoSNARKE=
i xﬂo]—g]_oﬂ];]_ o]a«] 7]&4 o] /\-]_QJ\_ t‘éi -1
1

F

it

mTNIm

4

=
A

¥0, _

oo d
rr
o N
o) rlr
o,
30,
L

1'%38 T CRS® =717b wlad
7%o] wh=x}, ot Agrawal 59| 7]
1] =Z7)7F ABlE g = S v
gl wAl7F 9lew | Campanelli 5
719 (10)= °]& sZsle] 7HE3H(succinet) F*
< o]83l=E sigirt. Wb, Campanelli 52| 7]
W(10)2> Agrawal 52 71%(6)el wls] CRS
27|17} tha Avks @Ae] 9l
Male] AlgA R 7|uksle] Al4H71E st
ol & thEel 83k W2 1950d T o] 8=

o
I
N
N
N

)
Kl
IN
of
ﬂ
0

kL

—
o
o o

o|\
of,

ofN ¢
N
)
ot

ol lo =

oAck. ole] we} A1444E EFH e Agahe o
ME 719 s A6 ksl o],
A elgel Bl ol A4l

o

4 2 ofm

Q) A7} o] FojA] 3
374 Zvjo] EAAS] o]

al =
WAS BAE= ‘ﬂo“’éﬁi TAS s ke Alg

2 gl Aeele}

o
2

ARLE
= 7]¥e

o2
>
1>
fu o|X
ol
rlo
2
253
M
ot
e
o
o
T
rie

1
It

tatement)

k=
s

S
rO
a1
4
3
or l
=
o
filo
o
m
T
I

=
=
=
@D
|95}
&
rq
T
of
X
1>
o|N
of,
lo
dnt =
o
rlo
o
o
B

FA A (completeness) : AHO]EHEZ o
AR 2 al= H2e B}
soundness) : ZHO|EHEZ} AR 73
o|H el ZHzlEle &S e 5 gk
2|24 (zero-knowledge) @ ZHo|EWHET}

ook A sle] Art wEHA g

& —10 i

o> 12 ox

o_.,L/’\

AL ol F*O

¢

o -10

B

2.1.1 zk-SNARK
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Table 1. Performance of commitment link Table 2. Performance of NIZK on committed
scheme input

CRS Proof Prover | Verifier CRS Proof | Com. |Proving|Verifying

size size comp. comp. size size size time time

3.2.2 | 170kiB | 56.6kiB | 3.13kiB | 0.34sec| 0.30sec

+1 — : - : :

(12) - mH+1G,. mLQEl 2’_7:; ;l (6) | 234kiB | 57.0kiB | 3.13kiB | 0.35sec| 0.30sec
mAl+1F) + (10,8) | 232kiB | 197B | 3.13kiB |0.06sec| 0.04sec
m+Ii+1G,, m+1 mE. (7.19) |21.0MiB| 296B |12.5kiB |0.22sec| 0.003sec
U8 g, 1G, C1E | maop (8.19)[13.0MiB] 131B | 12.5kiB |0.19sec|<0.001sec

m © commitment, I : input, G, : group element,

I : field element, £ : exponentiation, £ : pairing

Com (xy, +,x,,r) = rGy+ X0 2, G,
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Lending Institution(Z)
L computes (only once):
score,{c;}

core:1 7’,6[11])7
{i%‘wm‘i i<[n] :
R f({info, }@ml: peore:
G = Com(infoi’rfﬂm:i)
for V i€ [n]
o<KeyGen(R)

L sends to U:
[0

L checks the validity with
the blockchain:
{Ci}iE[n]
L computes:
xe({ci}je[n],score)

if Verify(R,o,z,m) =0 then
reject

User(0)

U computes for all I:
sig; = Sign(’l'siy.,-)

U sends to all I:
stg;,cert,idn, Ty,

U computes:
score<—f( {TJCO;LQ ]
:L'H({ci}lﬂl],score)
w(—({infoi,rwm}ie["])
m<Prove(R,0,z,w)

U sends to L:

{Ci}i,E wpScoresT

)

Financial Institutions(/)

Each / computes:
7

sig,i(i D
Each / sends to U:

rsig.i

r

Each 7/ computes:
if cert.wid # H(H(idn\lridn)) then

reject
info,<—information of idn

rcfmm' (_Zp

c;—Com (info;,r )

Each 7 stores in the

blockchain:

¢

Each /sends to U:

e

anOi ’r(‘om,ﬂci

R : relation

o CRS

T . statement

w I witness

L:proof

info; : credit information

score : credit score

cert : certificate

vid @ virtual id

idn : resident registration

number

Tiqn - identification random

f © credit scoring algorithm
circuit

H : hash algorithm

Sign : sign algorithm

Com : commitment scheme

Fig. 3. Privacy-preserving credit scoring protocol
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Table 3. Credit information used for credit scoring
Name Info Info Bit Aggregation Note
Source | Type | Width Method
0 @ Bank, 1 : Non-bank,
Sector F - 4 2 . Saving bank,
3 © Not a customer
Loan history
- Number of overdue loans F C 6 Summation (1)
- Total days delinquent F D 10 Summation (2)
- Total days after payments of all P D 10 Minimum (3)
overdue loans
- Total amount of overdue loans F A 20 Summation (4)
Current Loan
- Number of loans F C 6 Summation (5)
- Initial amount of credit loans F A 20 Summation (6)
- Initial amount of secured loans F A 20 Summation (7
- Remaining balance of credit loans F A 20 Summation (8)
- Remaining balance of secured loans F A 20 Summation 9)
- Total amount due in credit card F A 20 Summation (10)
- Remaining balance of credit card loans F A 20 Summation (11)
Credit account age F D 12 Maximum (12)
Percentage of recent loans F P 4 Average (13)
Usage pattern of credit card F P 4 Average (14)
Usage pattern of check card F P 4 Average (15)
Income p A 20 - (16)
User diligence P P 4 - (17)
User tendency toward credit transaction P P 4 - (18)
Credit transaction education P P 4 - (19)
Long-term overdue experience P 4 0 i No
1 Yes

Info Source :
Info Type
Note : (1) to (5), (10

) to (19),

453 HX|AM(zero-knowledge)
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: C - Count, D - Number of days. A - Amount of money, P - Point(0-9)
(8) divided by (6),

divided by (7) is used for logistic regression.
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Table 4. Credit scoring performance
Condition CRS Com@tment Circuit size Pllroof Pr9ving Ver.ifying
size size (compressed) size time time
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